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Introduction

• Flash-based storage becomes a popular solution in consumer electronics
– Tablet, table computer, smart phone and various embedded systems
– SD card, Solid-State Drive(SSD) and embedded media memory card(eMMC)

• With the demands on storage capacity, two technologies are proposed to 
increase the chip density and lower bit/cost
– Multi-level-cell flash
• Storing two or more bits per flash cell

– 3D flash
• Scaling chip density in vertical direction
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NAND Flash Package

Background –
NAND Flash Memory Characteristic

• Advantages
– Low latency
– Shock-resistance
– Power-efficiency

• Constraints
– Write-once property
• Out-of-place update

– Bulk-erasure
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Background –
Multi-level Cell Technology
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Background – Program
• Incremental step pulse programming (ISPP) method

– Programmed pages are programmed and verified in turn for multiple iterations 
– Memory cells’ threshold voltage(Vt) distribution are gradually pushed to pass through their target 

program verify voltage
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Research Motivation –
The Hidden Security Risk 
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• Flash translation layer(FTL) is adopted to handle the address translation
– Logical address from host to physical address of flash
– Interface between host and devices
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Research Motivation –
Two Impractical Sanitization Methods

• Highest degree of security
– Delete the old version ASAP
– Several live-data-copy i.e., 

read/write operation
– A time-consuming erase op. for 

each update (Lifetime↓)

• Leverage the hint from host
– Better efficiency
– Degree of security is sacrificed
– Live-data-copy and erase 

operations are inevitable
– Overhead on FTL management 8
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Research Motivation –
Re-Program Sanitization

• Scrubbing* technique
– Write all zero data on flash page
– Fine-grained sanitization on SLC flash
– ISPP is time-consuming 
– Induce serious program disturb issue
– Inevitable live-data-copy on MLC flash
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Motivations and Objectives

• Motivations
– Observing from the scrubbing technique applied on MLC NAND flash,  it will 

sacrifice the performance and reliability of flash to achieve the highest degree of 
security.

– Such a problem will be even worsen if applied on TLC, QLC ..... flash memory.
• Objectives is to design a sanitization scheme
– To achieve the highest degree of security
– To minimize the performance overhead on destroying old data version
– To minimize the re-program disturbance in the same block

10



Design Concept

• Sanitizing the upper page data only
– Observing from the bit pattern
– Overlapping the window1 and 4

• Overhead
– One verify shot
– One ISPP program

• Cons and pros
– Validity of lower page is preserved
– Read latency is reduce by a halve
– ISPP is time-consuming
– Induce serious program disturb issue
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One-Shot Sanitization –
Sanitizing Upper Page Data

• Sanitizing the upper page data only
– Overlapping window 2 and 3
– A voltage of program shot is fine-

tuned
– Validity of lower page is preserved
– Overhead

• Two verify shots (VR1 and VR2)
• One program shot

• Sanitizing the remaining lower 
page data
– One program shot to overlap all 

voltage threshold 12
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One-Shot Sanitization –
Sanitizing Lower Page Data

• Sanitizing the lower page data only
– Overlapping window 1 and 2
– Validity of upper page is preserved
– Overhead

• One verify shots (VR1)
• One program shot

• Sanitizing the remaining lower 
page data
– One program shot to overlap all 

voltage threshold
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System Architecture and Management

• To achieve the highest degree of security
– The system implemented with a “sanitizer” which sanitizes the old data version 

immediately when data is updated, with the low overhead of one-shot sanitization. 
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Experimental Setup

• The proposed sanitization scheme is implemented on real MLC NAND 
flash memory chip
– Device-level experiment
• Feasibility test

– System-level experiment
• Capability test
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Experimental Results –
Device-Level Results

• The experimental results of device-level show the feasibility of fast 
sanitization with one-shot programming.
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Experimental Results –
System-Level Results (Performance)

• The results demonstrate the proposed scheme only induce less than 1% 
performance overhead
– The scrubbing has a longer latency ranging from 1.73 to 3.34
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Experimental Results –
System-Level Results (Other Statistics)

• The other statistics results show 
that the flash with our scheme is 
working as same as the flash 
without security
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Summary

• In this work, we propose a fast sanitization scheme to provide the highest
degree of data security with zero live-data-copy for MLC flash memory.

• By means of skillful one-shot programming, the proposed scheme can
deliver the optimal performance and alleviate the program disturbance.

• The evaluation on proposed scheme is based on real flash chip. The
device-level evaluation shows the feasibility, and system-level evaluation
shows the performance overhead is less than 1%.
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Question & Answer



Appendix –
TLC Example: Sanitizing Lower Page Data
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Appendix - One-Shot Sanitization –
Sanitizing All Page Data
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