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g Why Secure Deletion for 3D NAND Flash? h Design Concept — Evaluation Equations

% Existing technologies: Encryption-based vs. Erasure-based (i.e., Secure Deletion) | | For the secure deletion command, we combine both scrubbing and erase operations
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Disturbance Infection Scrubbing Policy

*** The degree of scrubbing acceleration highly depends on the order of scrubbing
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v’ Reason: Traditional erase is inefficient but scrubbing introduces data errors

* It prefers distributing the scrubbing disturbance to every TBD pages equally
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v Observation: Exploit the scrubbing disturbance to accelerate secure in a block

deletion by concentrating on the to-be-deleted pages

v’ Limit the number of disturbance of each TBD page smaller than or equal to 2 times

Scrubbing-aware Secure Deletion Module & Grouping-based Write Strategy
¢ Grouping-based Write Strategy:

- Every page in the same block is divided into the same granularity of groups - Group granularities are 1, 4, 16, 64

- Every version of each sensitive LBA are arranged to the same group - It programs data into a larger group when the original group is full
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] Evaluation Results: In a 128 Gbits 3D NAND flash memory device, the simulation results show that the proposed design could achieve
82% average response time reduction and 94% average number of live-page-copying reduction of each secure deletion command
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